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Welcome

Welcome

This manual describes Corvina Cloud, a VPN-based solution that allows to remotely manage diverse remote
devices connected to a centralized server through gateways. Corvina Cloud is a software platform design for
connecting users and machines through global networks like internet. Corvina Cloud includes all is needed
for central supervision of plants & machines offering the best platform for teleservice and tele control.



The system architecture

1. The system architecture

Corvina Cloud is a VPN-based solution that allows a seamless connection of diverse remote devices, called
endpoints, to a centralized server through gateways. Users who have access to the Corvina Cloud can easily
reach the gateways and the endpoints, provided they have the necessary access rights, using a PC
application called Corvina Cloud Connect.

The diagram below presents a possible setup of the various components of the infrastructure, showing how
they are interconnected:
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In a nutshell, there are two remote sites connected to Corvina Cloud by means of two gateways - two HMIs,
which in turn control several endpoints each such as PLCs, IP cameras, industrial PCs etc. Each gateway
sets up an internal network on which the endpoints are located and can be reached.

Corvina Cloud can be securely accessed using the Corvina Cloud Connect, protected by an encrypted
channel based on OpenVPN.

Endpoint can be reached by means of applications that must be installed on the local workstation and can be
defined for any endpoints.

1.1 The system components

The Corvina Cloud platform is composed by the following components:

Corvina Cloud Corvina Cloud is the heart of the whole infrastructure. It stores all the
configuration data, the log files, the access policies, and keeps track of the
connections to the endpoints. Any connection between Corvina Cloud
Connect and Gateways or End Points passes through the central server.
The only way for users to access to Corvina Cloud for connecting to
devices or configuring it is via Corvina Cloud Connect.

Corvina Cloud Connect | Corvina Cloud Connect is an application design for supervision of plants in
a user-friendly manner. Using this application users & maintainers can
connect to remote machines, to configure users, devices, assign roles &
permissions. Corvina Cloud Connect has been design for Win32 platforms.

HMI Cloud Enabler HMI Cloud Enabler is a light-weight application that can be used on HMIs
for configuring and connecting to Corvina Cloud. HMI Cloud Enabler is a
multiplatform application based on OpenVPN and designed for embedded
devices running Windows CE/ARM. HMIs with HMI Cloud Enabler
applications work like a gateway for end points.

1.2 Corvina Cloud components

More in detail, here follows the description of the various actors involved in Corvina Cloud architecture.


http://jmcloud.exorint.net/_images/architecture.png
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Nodes

A node is a generic object that is managed by Corvina Cloud. The number of nods is
computed as the sum of all the users, endpoints, and gateways.

Devices

A device is any equipment managed by Corvina Cloud, and can be either a gateway or
an endpoint.

Gateways

A gateway is the door through which Corvina Cloud can reach endpoints. A gateway
creates a virtual network to accommodate the endpoints. Each endpoint is assigned a
unigue IP address. This network can be expanded if necessary. Example for gateways
are HMIs with HMI Cloud Enabler software installed or VPN plug-in routers.

Endpoints

An endpoint can be in principle any kind of equipment that can connect via a network, so
they can be any kind of industrial machinery, an HMI as well as a PLC, an IPCamera, a
Databases etc. Endpoints have their own IP address and may connect to their local
network and/or to the Internet by means other than the gateway. Each endpoint can be
connected to only one gateway and receives a unique IP address (called virtual IP in the
architecture). The endpoint’s virtual IP may change when the size of the network needs
to be accommodated, for example with the addition of new endpoints to the network.

Besides all the equipment, Corvina Cloud infrastructure encompasses also user
management and applications that allow the setup of suitable access policies to the
endpoints. Access policies determine on one side which user can access which endpoint
and on the other side what all the applications that can be done on an endpoint. All these
functionalities are described further in the manual.

Users

A user is anyone who can in some way access and interact with either Corvina Cloud, a
gateway, or an endpoint. A user can be member of a user group. In a group, the user
can play two roles, either be a member of or an administrator of the group. A user can
also be either a regular user of or a manager of gateways and gateway groups.

Applications

An application describes one means to connect to an endpoint. An application specifies
which software application and which protocol are needed to connect. The types of
applications may significantly vary, depending on the endpoint, since the same endpoint
can be accessed in different ways (e.g., via RDP, via SSH, via HTTP). Several
applications can be grouped together into an application profile: Each endpoint has one
application profile attached, that defines all available and admitted connections
possibilities.

Access
policies

The Corvina Cloud implements an additional policy to restrict the access to remote
gateways or endpoints: Exclusive access at either gateway or endpoint level, which
allows a gateway or an endpoint to be accessed by only one user at a time, preventing
other users to connect. This policy ensures that when a user operates on a critical
endpoint or on a gateway controlling several sensible endpoints, her work is not
interfered by someone else.

This policy is set globally: There cannot be some gateways (resp. endpoints) with
exclusive access and some without. Moreover, if the policy is set at gateway level, it is
propagated to all the endpoints controlled by that gateway, i.e., only who access the
gateway can connect to the endpoints.

Finally, note that this policy can be disabled, granting concurrent access to all the
infrastructure to everyone.
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Organizations | An organization, also called Domain, is a collection of users and devices, possibly
arranged in groups. Every node in one organization is completely separated from, and
invisible to, other organizations. Therefore, no user or device can belong to two or more
domains. Organizations can be arranged in a hierarchy, with one root organization and
one or more children or descendants.

Within a domain, the default policy is that users can see all other users and all the
devices in sub-domains that are lower in the hierarchy.

The main advantages of Corvina Cloud organization are described by these use cases:

e The creation and management of multiple small companies on a same Corvina
Cloud installation.

e Break up a large enterprise into smaller departments, that shall remain separate
and host all of them on a single Corvina Cloud installation.

Moreover, it would dramatically reduce the chance to put a device or a user in the wrong
group or granting the user access policies to the wrong device.

1.3 A sample organization hierarchy

While the design of a hierarchy of organizations is left to the manager of Corvina Cloud, as it can depend on
different requirements, the following example presents some guidelines.

Suppose there is a large multinational corporation, called example.com with branches in different countries.
Every country has a main office, which coordinates factories, laboratories, other offices, logistic points, and
other facilities, located in various cities within the country.

This structure can be easily reflected into Corvina Cloud, in which every facility is created as a node in the
hierarchy.

e The root organization -the company itself- will be called example.com.

e Country branch offices are created as direct children of the root organization and named
uk.example.com, it.example.com, de.example.com.

e A facility will be named after the name of the city or town in which it is located, and made a direct
child of the country branch office. So, there will be organizations called london.uk.example.com,
leicester.uk.example.com, milano.it.example.com, and so on.

e |If there are more than one facility in one location (e.g. a factory and a logistic point) which require a
separate node, an additional level can be added to the hierarchy and made sub-organization of the
city office: factory.london.uk.example.com, shipment.london.uk.example.com.

The use of names to identify the various branches helps in making the structure of the corporation clearer to
the Corvina Cloud’s manager.
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2. Getting Started

The below chapters give the basic information to start working with Corvina Cloud environment.

2.1 Connecting to Corvina Cloud

To get access at your Gateways and Endpoints thought the Corvina Cloud you need to install the Corvina
Cloud Connect application or use the Corvina Cloud Web Portal.

e Corvina Cloud Connect application create a VPN network that give the possibility to use the remote
devices through IP address as if they were connected to the local network. Moreover, local
applications (e.g. HMWin studio or HMWin studio Client) can be used.

e Corvina Cloud Web Portal required only an internet browser and not need any additional applications
to be executed.

Both applications have the possibility to configure the entire environment (Organizations, Users, Devices and
Applications) and monitor the endpoints through the Dashboard page.

2.1.1 Corvina Cloud Connect
See the download page to retrieve the Corvina Cloud Connect.
Corvina Cloud Connect Login screen

Click on the "Gear" icon to configure a Corvina Cloud access profile.

ADVANCED

Connection

Choose a connection profile or create a new one:

1

COE)

SIGN IN =1

Choose the profile name that you prefer and enter the credential (user name, organization and password)
provided from your local reseller or Corvina Cloud administrator. Then click OK to save the new profile.
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demouser Conitects

Profile name demouser
Sarver type Cloud Server

Usemame demouser

Organization (aptional) Demodrg

Password [(TET T T L]

Now you can sign in to connect to Corvina Cloud. The Dashboard page will be open.

2.1.2 Corvina Cloud Web Portal
Use a web browser to connect at the URL: corvinacloud.com

Enter the credential (user name, organization and password) provided from your local reseller or Corvina
Cloud administrator. Then click OK to save the new profile.

Instead of the email, the "User hame/organization" syntax format can be used.

Welcome

Please enter email address and password to login

SyEI demouser/DemoOrg

Password

LOGIN

The Dashboard page will be open.


https://corvinacloud.com/

Getting Started

Note:

e HM4Web access from web portal is supported from version 2.6 SP1 (2.6.1.67)
e Using the web portal, the VPN network is not created and then the local applications cannot be used.
Only build-in applications can be used from the web portal.

2.2 HM500 and Corvina Cloud Enabler
Following requirements needs to be satisfied to follow this guide:

HM500 series HMI

HMWin studio Suite (Download here)

Corvina Cloud Connect software (Download here)
Superuser account for Corvina Cloud Connect

Network diagram below explain the network configuration we are going to setup on Corvina Cloud:

A DSL/3G Router LAN: 192.168.2.x
B HMI: 192.168.2.15
C PLC: 192.168.2.10

7 . ™
HMI / Gateway
]

PLC / Endpoint

- vy

Machine

Steps to do:

e Creation of gateway/endpoints with Corvina Cloud Connect
e  HMI Cloud Enabler setup on HM500
e Connection to gateway/endpoints with Corvina Cloud Connect

2.2.1 Creation of gateway/endpoints with Corvina Cloud Connect

Launch the Corvina Cloud Connect software to get access to the Corvina Cloud server, in the login page
select the profile with your credential, then click on the [SIGN IN] button.
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ADVANCED

Choose a connection profie or create a new one:

Prafiia demousar

Once connected select the DEVICES tab, then click on "Add Gateway" to add a new gateway device.

1

DASHEOARD USERS APPLICATIONS

m

1) e gatewa®® & Dowrload CA cortficaty

Name & T Description T Seral

W48

Lesgend: [ Erbled [dick to disable) [ Dmsbied (dick i enatie) # it 9 Copy gatemey © Delete 88 yimw iogs I Downioad comfigurascn

Into the Gateway definition interface define:

Name: must be unique in users, gateways and endpoints

Organization: select the organization from the combo-box

Password: must be at least 8 characters and contain at least one non-alphanumeric character
Serial number: insert the license code provided from your local reseller or the serial number of your
device (license codes are provided for HM500, HMe...)

10
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Galevway Groupe Erdpainty Pafmissiors Port Forwarding Locaton
Hame = Organization
Gatevway Demolng "
Descrpison Seral number
Mo Gaberwsay 123456 750
Password
myGateway 01% ﬁ

Confirm password

i araias O

bled

@ g

Add | of Cange

These settings will define the login credentials to be set into the HMI Cloud Enabler on HMI. A description
may be added.

In this example, the credentials are:

e User name: Gateway/DemoQOrg
o Password: myGateway-01$

Location

In this tab, it is possible to assign a location to the device using either the Location Editor Map or the two
small text fields below. In the map, use the plus and minus buttons to resize the maps to your needs or use
directly the text field.

Search...

In this text field, write an address and optionally also the city and country. If a match is found, an icon is
positioned on the map, if more results are available, choose the most appropriate one.

Note When an address is selected, the two text fields below are automatically filled in.

It is also possible, instead of supplying the address, to give the coordinates of the device location:
Latitude

Enter in decimal form the latitude where the device is installed
Longitude

Enter in decimal form the longitude where the device is installed.

If the device is moved from its current location into a nearby one, it is possible to drag the icon to the new
location: the new address and coordinates will be updated automatically.

11
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Budd Gateway

Cateway Groups  Endponts | Permagsions  Porf Forwarding | Locabon

Lecalsan Editar Map

Via Monte Fiorna, San !'.ihh'.:lﬂr Lupatoks, Venato, I_l_w Q

Gateway
Leafiet | Map data £ OperGire=SHap contmibuions
Latitude Longitsde
&5, W MITHEATIS 1100 TE4ETI0EE0ET0

* This Rk i resquaned.
Add o Cancel

Additional Endpoints (optional)

If we are planning to connect also additional devices (e.g. HMI, PLC, etc.), select the Endpoints tab to
configure and click on [Add row] button:

add Gateway
Gabmvny Groups EI1HJCII'II50 Permizsions Fart Forvearding Locabon
Haximum number of endpoints
2 -

Local netwaork

Do nok translate real IPs inbe virtual IPs (1:1 NAT)

|
Endpoints
Hame * IF Address * Description Apphcation profile
gateway 127.0.0.1 Gateway Click 1o edit
Addrow |Delaterow | Show C5Y
Add  or Cancel

Fill the row with:

¢ Name for the Device endpoint
e The Device IP Address. In this example, the Device have IP 192.168.43.112
e Device description (optional)

12
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Add Gabeway

(=1 o Endpaini= Permssars Part Forvearding Loca Bon

HMaximum number of endpoints
2 -

Local network

o not transiate real IPs nbo virtual 1Ps [1:1 RAT)

i

Endpoints
Rame * IP Address * Description Application profile
gateway 127.0.0.1 Garteway Chck to =dit
device 192 168.43. 112 Endpsainit Click 1o edit

Addrow | Delete row || Show C5V

Add  or Cancel

Click then on [Add] button to confirm and save changes to the new Gateway.

End points
Rame * IP Address * Description Application profile
gateway 127.0.0.1 Gateway Click to =dit
davice 192.168.43.112 Endpairit Click: 1o ek

Addrow | Delete row | Show C3V

Add " or Cancel

2.2.2 HMI Cloud Enabler setup on HM500

The HMI Cloud Enabler allows to setup the Corvina Cloud connection into the operator panel, this function is
part of the HMWin studio Runtime so it is necessary to have it running on the operator panel.

To start the HMI Cloud Enabler, press and keep pressed on an empty display area to recall the context
menu, then select the HMI Cloud Enabler item.

Zoom In
Foom Qut
Foom 100%

Pan mode

Reload Project
Settings...

Project Manager,..
Update...

Backup

Logging

Show Log at Boot

LogOut

Show system settings
HMI Cloud Enabler

About...

13
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If this is first time the HMI Cloud Enabler has been started, after some seconds a dialog will be displayed
(see image below).

Click on the [Yes] button on the dialog to start the update.
The HMI will be automatically restarted when the update operation succeeded.

NOTE: the update does not require an active internet connection on the operator panel.

Found update package m

P Found update package.
oy Update requires to reboot machine.

Do you want to proceed with update?

| ¥es NoO

Once HMI Cloud Enabler has been updated, it is possible to set-up the operator panel for the Corvina Cloud
connection.

Select the "Padlock" icon from the toolbar, then enter User name and Password set-up previously in the
Gateway configuration.

In this example User name and Password are respectively "Gateway/DemoOrg" and "myGateway-01$"

HMI Cloud Enabler

Enter WPMN credentials:

| GatewayDemoCrg |

[ myGateway-015 |

Show passwiord

The above procedure is enough if we are planning to connect only the HMI,
but to have access to the PLC trough Corvina Cloud connection, Sub networks access must be enabled.

Select the "Gear" icon from the toolbar, and touch on the "EMAC1" box; the color will change from blue to
orange.

Finally, to auto start the HMI Cloud Enabler connection to Corvina Cloud server when the HMI boots, check
the "Auto start at boot" option.

When this settings are changed, a reboot of the system is required.

An immediate reboot of the HMI may be agreed, or reboot can be manually executed later.

14
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WPR Configuration:

@ |f fashfvpnfconfig.ovpn |

Sub networks:
B EmMac

&uto start at boot

Reboot required

@ Reboot required for these changes to take effect, Reboot novwe?

Yes No

To connect the HMI to the Corvina Cloud Server, select the Globe icon from the toolbar and then press on
the VPN blue button.

NOTE: to establish connection HMI must have:

e an active internet connection
e avalid network configuration including Gateway and DNS

HMI Cloud Enabler

If the connection to the Corvina Cloud server is established the VPN button will become orange and the VPN
Virtual IP address will be displayed as shown in the below image.

15
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HMI Cloud Enabler

CatxAi

WPM (13.111.1.116)

| ol EnableRemotecontol |
. Mmevindow |
. TemmasSenice |

2.2.3 Connection to gateway/endpoints with Corvina Cloud Connect

Once the gateway has been connected to the Corvina Cloud server, from Corvina Cloud Connect software it
is possible to monitor the Endpoints defined.

Into the DASHBOARD tab will be reported Gateway and its Endpoints with proper status.

AP A TIOHS OEGARLEA TRONS STATIETHS

| o ESFEETEE OMLINE UISERS
[ T Groum T Dracrioton T Stabn T 11
» B oDy ot Gatwe ) ooiem
DRLIRE GATEWA

_' e o i1

Mes e L iof i puisvap

Logent: B ervesy W iripmes @ oo B comen D corvacies B e W puny
ENDPOINTS:
2
SYETEM INFO
[P Ep——]

To establish the VPN tunnel with the remote device (Gateway or Endpoint),

e Click on the Device to open the device dialog box
e Click the Connect button

16
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Gatevey: Gatesay Temoleg
P i addliess tho 00k

Infermaton

The rius F addru has bren gerecsid by e Sseichboerd snd oo b wed b conrmct o g e Cormect
e, ol pimrely o the e al el P sdkbon ol B el wie o S e el u bes
clared. i 0 a0 bl ast ol e orl T,

If the connection is correctly established the button will change color.

To disconnect the Endpoint, click on the Disconnect button.
& Gateway: Gateway/DemaOrg S

B apoicatons

Mo applcations avalable

From the device dialog box, you can retrieve the IP Address that can used from the applications to reached
the remote device. The dialog will offer a list of predefined applications that can be activate with a simple
click. See Applications chapter for additional details.

2.2.4 Use Real IP instead of Virtual IP (optional)
When an Endpoint is connected to the Corvina Cloud server, by default gets a Virtual IP address.

In some cases, it may be necessary for the Endpoints to maintain the real IP used into the local network also
when reached through the VPN.

To allow the use of real IP also in VPN the "Do not translate real IPs into virtual IPs (1:1 NAT)" option must
be configured when the Endpoint is created.

When this option is selected the real IP of the operator panel and all other Endpoints must be specified into
the configuration table as shown in the image below.

17
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Gateway Grouwps | Endpoints | Permissions  PortForwarding  Location

HMaximum number of endponts

3 -
Lacal nebwork
e t translate real IPs into virtual TPs (1:1 NAT)
&
Endpoints
Mame * IP Address * Description Apphication profile
device 192, 168.43.112 Endpoint Click to edit
gateway 127.0.0.1 Gateway Click to edit
Add row siele o Show CSV
Change  or Cancel

2.3 HM500 and Secure Cloud Connector
Following requirements needs to be satisfied to follow this guide:

HM500 series HMI

Secure Cloud Connector plugin unit (HMCLOUDCONNECTOROQ7)
HMWin studio Suite (Download here)

Corvina Cloud Connect software (Download here)

Superuser account for Corvina Cloud Connect

Network diagram below explain the network configuration we are going to setup on Corvina Cloud:

A DSL/3G Router LAN: 192.168.40.x
B PLOMOT WAN: 192.168.40.4
C PLCMOT LAN: 172.16.10.1
D HMI: 172.16.10.10
E PLC: 172.16.10.11
&
HMI /[ Endpoint
PLC / Endpoint
iy
PLCMOZ
Gateway
A
E C || B
Router
! A
Machine

18
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A Enduser LAN: 192.168.40.x
B PLCMOT WAN: 192.168.40.4
[ PLCMOT LAN: 172.16.10.1
D HMI: 172.16.10.10
E PLC: 172.16.10.11
P fin
HMI / Endpoint
PLC / Endpoint
%
PLCMOT
Gateway
heY
B A | Enduser LAN
b i

Machine

Steps to do:

e Creation of gateway/endpoints with Corvina Cloud Connect
e  Secure Cloud Connector setup on HM500
e Connection to gateway/endpoints with Corvina Cloud Connect

2.3.1 Creation of gateway/endpoints with Corvina Cloud Connect
Launch the Corvina Cloud Connect software to get access to the Corvina Cloud server, in the login page

select the profile with your credential, then click on the [SIGN IN] button.

ADVANCED LOGS

Choose a connection profie or create a new one:

Profie demusar

19
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Once connected select the DEVICES tab, then click on "Add Gateway" to add a new gateway device.

1
DASHBOARD USERS DEVICES APPLICATIONS DRGANITATIONS

4+ Add gatewa® & Downioad C4 certificate

Lesgenad: ¥ Erabi=d [idick ko cisabls} [ Dessbled (dick 0 mnabis) -ﬂ Edit |'i|"l Copy gateway i Delete = ‘Wi logs i Biovenioad configraton

Into the Gateway definition interface define:

Name: must be unique in users, gateways and endpoints

Organization: select the organization from the combo-box

Password: must be at least 8 characters and contain at least one non-alphanumeric character
Serial number: insert the license code provided from your local reseller or the serial number of your
device (license codes are provided for HM500, HMe...)

Add Gateway

Gateway | Groups Endpoints Permissiors | Port Forwarding  Loclion

Hame * Organization

Galeway Demolng .

De=scrpison Senal number
Mo Gabesay 1234567590

Password
mycaieway 015 =

Confirm password

siatiai O

Emabled
=

Add | o Cangel

These settings will define the login credentials to be set into the HMI Cloud Enabler on HMI. A description
may be added.

In this example, the credentials are:

e User name: Gateway/DemoOrg
e Password: myGateway-01$

Location

In this tab, it is possible to assign a location to the device using either the Location Editor Map or the two
small text fields below. In the map, use the plus and minus buttons to resize the maps to your needs or use
directly the text field.

Search...

In this text field, write an address and optionally also the city and country. If a match is found, an icon is
positioned on the map, if more results are available, choose the most appropriate one.

Note When an address is selected, the two text fields below are automatically filled in.

It is also possible, instead of supplying the address, to give the coordinates of the device location:
Latitude

Enter in decimal form the latitude where the device is installed

Longitude

20
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Enter in decimal form the longitude where the device is installed.

If the device is moved from its current location into a nearby one, it is possible to drag the icon to the new
location: the new address and coordinates will be updated automatically.

A Gateway
atmway [E5 T Endoonits Peyregsmns Porfl Forwarding Latatan
L etaisan Editar Map

Via Monte Fiorma, San Giowanni Lupatofo, Veneto, Itafy Q

exfiet | Map data § OperSiresap conlnibeiors

Lastitusde Longifsde
&5, W3 TIEE 718 11.007545TI0ES0530

" This Fekd & reguired.
Add | o Cancel

Connect the HMI device to HMCLOUDCONNECTOROQ7 Gateway

It's now necessary to define the HMI device as an Endpoints behind HMCLOUDCONNECTORO7. Select the
Endpoints tab, and click on [Add row] button:

Add Gateway
Cab=yeay Eroups Ena:-«:ml:io Permissons Part Forvearding Lacabon
Haximum number of endpoints
2 -
Local network

Do not translate real IPs into virtual IPs (1:1 NAT)

O
Endpoints
Hame * IF Address * Description Applcation profile
gateway 127.0.0.1 Gateway Chdk to adit
Addrow | D row | Show C5¥
Add  or Cancel

Fill the row with:

¢ Name for the Device endpoint
e The Device IP Address. In this example, the device has the IP address 192.168.43.112
e Device description (optional)
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Add Gabeway

(=1 Groups Endpaini= Permssars Part Forvearding Loca Bon

Ma ber of endpoints
2

Local network

Do ot transiate real IPs inbo virtual 1P (1:1 NAT)

i

Endpoints
Rame * IP Address * Description Application profile
gateway 127.0.0.1 Garteway Chck to =dit
deyice 192 158.43. 112 Endpsairit Chick 1o edit

Addrow | Delete row || Show C5V

Add  or Cancel

Click then on [Add] button to confirm and save changes to the new Gateway.

End points
Rame * IP Address * Description Application profile
gateway 127.0.0.1 Gateway Click to =dit
denice 192.158.43. 112 Endpairit Click: 1 it

Addrow | Delete row | Show C3V

If we are planning to connect also additional devices (e.g. HMI, PLC, etc.), we can repeat previous
operations to add the additional Endpoints.
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2.3.2 Secure Cloud Connector setup on HM500

Mount the HMCLOUDCONNECTORO7 plugin unit into one empty slot of the HMI, then connect the Ethernet
patch cord to the Ethernet ports.

The unit has 2 Ethernet ports:

e WAN: internet access through customer's LAN network or DSL/3G Modem.
LAN: machine local network.

LAN = HMI/PLC local network ~
172.16.10.1 / 24

WAN - Internet/IMcloud access
192.168.40.4 / 24

HMI IP address
172.16.10.10 f 24

PLC 1P Address
172.16.10.11/ 24

Both Ethernet ports (LAN and WAN) are configured to receive an IP Address from DHCP server. If a DHCP
Server is not available, they will auto assign an IP Address into range 169.254.X.X.

The IP Address can be found by using HMWin studio selecting "Run > Manage Target". From the Target
drop-down list, identify the HMCLOUDCONNECTORO?7 unit that can be recognized in the list as ROUTER.
In case more devices are connected to the network, the correct one can be recognized by the last 4 digits of
the MAC-ID (printed on the Ethernet interface label). In this example, the last 4 digits of the MAC-ID are
678F so the unit could be recognized among the 2 units present in the network.

In this example the last 4 digits of the MAC-ID are 678F so the unit could be recognized among the 2 units
present in the network.

| ROUTER-678f@192.168.40.4 |
HMI-F3a5 @192 NS, 75
- ROUTER-1cbc@192. 1 83

| HMI-fe55@192. 168.40.112

Once the IP address of the device is known, it is possible to connect using any web browser to get the
System Setting web page.

Into browser's address bar, type the URL: https://{ip_address}/machine_config

Some browser may report a security warning, then the page can be added to the trusted sites to allow the
connection.

Once the connection is established, the system will ask for a User Name and Password to get access to the
Web interface, defaults are:

e User Name: admin
e Password: admin
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Jystem aethin :_1" ){ +
& @ https;//192.168.43.112/machine_config
futhentication Required X
a httpe//192.168.43.112 is requesting your utername and password, The site says: “Restricted Area -
legin requined”

User Name: ||

| Pazsword: |

Then the web interface will be displayed:

o
[ System Serings x
Lo 2 | A ot eecure | DS E02,160.40.85 i |t
i ADMIND
System Setftings Language T
i El English
Langisage
1l itatiang
L] Deuisch
[ | L o
il Frangais
h ]
System Heyboard Layowt Engish &

If required, the Network settings can be modified by click the Network item, then select the [Edit] button.
To enable and setup the Corvina Cloud connection:

e Select the Services item,
e Enable the Cloud Service by acting on the switch,
e Click the Cloud Service item to open the Cloud Service settings
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L o x
[ System Settings =
| & O £ | i sintsecuns | b 192, 1550085 mechine_con L
Service Mame Enabled
AngLAgE .
oo Avahi Dasman (
et Bridge Service (
Logs Clowd Service ) ( ]
2o & Tx Fast boot i
: Routsr Laries ( \
__ @  ssewE server
S84 Server N
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./I
e SSECT & SEruicE 0 wiew B85 Corloureton opbons
Click [Edit] to enter in edit mode:
BACH 4 EDIT(x

Cloud Service

State O Idle

Server Type Cloud Server
Server defaul
Username ;

USEMame@domain

Enter the credentials previously defined for this Gateway with Corvina Cloud Connect .

In this example User name and Password are respectively "Gateway/DemoOrg" and "myGateway-01$"

Cloud Service

SANVE o

State o Idie

Server Type Cloud Server
Server defaull

Username Gateway/DemoOrg
Passward .

Show Passwonrd

voice will be updated accordingly.

myGateway-01%

. @

Once confirmed if the connection operation is successful a message is given from the system, and the State

CAMNCEL

X
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BACK ¥ EDITE
Cloud Service

State ( + ) Connected to Cloud with IP 13.111.0.88

vy Dpe Cloud Server v

Earver swilchboard-exor2-1 endian,

Username Gateway/DemoOrmg

2.4 Connection to gateway/endpoints with Corvina Cloud Connect

Once the gateway has been connected to the Corvina Cloud server, from Corvina Cloud Connect software it
is possible to monitor the Endpoints defined.

Into the DASHBOARD tab will be reported Gateway and its Endpoints with proper status.

APPUATIONS  OEEARELATIONS

Drerr & T Groups T Desrigtion
r!mmv Mo Catwes
L 2 Bt

MY O

iagent B oty Wt Sovwn Woms B corvacine Do Doy

To establish the VPN tunnel with the remote device (Gateway or Endpoint),

e Click on the Device to open the device dialog box
e Click the Connect button

Gabewey: GatesayTemolg
WP P s LR

InforerssTon
The vrius 7

FrwrT
Himers, xaonal ok iy e
el Tina (e Ry Dl i b Wt B e BT,

If the connection is correctly established the button will change color.

To disconnect the Endpoint click on the Disconnect button.
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5‘5 Gateway': Gateway/DemoOrg

[ =
.E ApoRCaticns

e AR 5

Mo applcations avalabie

From the device dialog box you can retrieve the IP Address that can used from the applications to reached
the remote device. The dialog will offer a list of predefined applications that can be activate with a simple
click. See Applications chapter for additional details.

2.4.1 Use Real IP instead of Virtual IP (optional)
When an Endpoint is connected to the Corvina Cloud server, by default gets a Virtual IP address.

In some cases it may be necessary for the Endpoints to maintain the real IP used into the local network also
when reached through the VPN.

To allow the use of real IP also in VPN the "Do not translate real IPs into virtual IPs (1:1 NAT)" option must
be configured when the Endpoint is created.

When this option is selected the real IP of the operator panel and all other Endpoints must be specified into
the configuration table as shown in the image below.
Gateway Growps | Endpoints | Permissions  PortForwarding  Location

HMaximum number of endponts
2 -

Lecal network

bﬂl‘.ranﬂate real IPs into wirtual TPs (1:1 MAT)
b

Endpoints
MName * 1P Address * Description Apphication profile
device 152.159.43.112 Emdpont Click to edit
gateway 127.0,0.1 Gateway Click to edit
Add row Dredehe rov Show C5V

Change | or Cancel

2.5 HMe and Cloud Service
Following requirements needs to be satisfied to follow this guide:

e HMe series HMI
e Corvina Cloud Connect software (Download here)
e Superuser account for Corvina Cloud Connect

Network diagram below explain the network configuration we are going to setup on Corvina Cloud:
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A D5L/3G Router LAN: 192.168.2.x
B HMI: 192.168.2.15
C PLC: 192.168.2.10

DSL/3G
Router

PLC / Endpoint \I

5witc
vy

Machine

-
HMI / Gateway
|

-

Steps to do:

e Creation of gateway/endpoints with Corvina Cloud Connect
e  Cloud service setup on HMe
e Connection to gateway/endpoints with Corvina Cloud Connect

2.5.1 Creation of gateway and endpoints with Corvina Cloud Connect

Launch the Corvina Cloud Connect software to get access to the Corvina Cloud server, in the login page
select the profile with your credential, then click on the [SIGN IN] button.
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ADVANCED

Choose a connection profie or create a new one:

Prafiia demousar

Once connected select the DEVICES tab, then click on "Add Gateway" to add a new gateway device.

1

DASHEOARD USERS APPLICATIONS

m

1) e gatewa®® & Dowrload CA cortficaty

Name & T Description T Seral

W48

Lesgend: [ Erbled [dick to disable) [ Dmsbied (dick i enatie) # it 9 Copy gatemey © Delete 88 yimw iogs I Downioad comfigurascn

Into the Gateway definition interface define:

Name: must be unique in users, gateways and endpoints

Organization: select the organization from the combo-box

Password: must be at least 8 characters and contain at least one non-alphanumeric character
Serial number: insert the license code provided from your local reseller or the serial number of your
device (license code are provided for HM500, HMe...)
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Galevway Groupe Erdpainty Pafmissiors Port Forwarding Locaton
Hame = Organization
Gatevway Demolng "
Descrpison Seral number
Mo Gaberwsay 123456 750
Password
myGateway 01% ﬁ

Confirm password

i araias O

bled

@ g

Add | of Cange

These settings will define the login credentials to be set into the HMI Cloud Enabler on HMI. A description
may be added.

In this example the credentials are:

e User name: Gateway/DemoOrg
o Password: myGateway-01$

Location

In this tab it is possible to assign a location to the device using either the Location Editor Map or the two
small text fields below. In the map, use the plus and minus buttons to resize the maps to your needs or use
directly the text field.

Search...

In this text field, write an address and optionally also the city and country. If a match is found, an icon is
positioned on the map, if more result are available, choose the most appropriate one.

Note When an address is selected, the two text fields below are automatically filled in.

It is also possible, instead of supplying the address, to give the coordinates of the device location:
Latitude

Enter in decimal form the latitude where the device is installed
Longitude

Enter in decimal form the longitude where the device is installed.

If the device is moved from its current location into a nearby one, it is possible to drag the icon to the new
location: the new address and coordinates will be updated automatically.
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Budd Gateway

Cateway Groups  Endponts | Permagsions  Porf Forwarding | Locabon

Lecalsan Editar Map

Via Monte Fiorna, San !'.ihh'.:lﬂr Lupatoks, Venato, I_l_w Q

Gateway
Leafiet | Map data £ OperGire=SHap contmibuions
Latitude Longitsde
&5, W MITHEATIS 1100 TE4ETI0EE0ET0

* This Rk i resquaned.
Add o Cancel

Additional Endpoints (optional)

If we are planning to connect also additional devices (e.g. HMI, PLC, etc.), select the Endpoints tab to
configure and click on [Add row] button:

add Gateway
Gabmvny Groups EI1HJCII'II50 Permizsions Fart Forvearding Locabon
Haximum number of endpoints
2 -

Local netwaork

Do nok translate real IPs inbe virtual IPs (1:1 NAT)

|
Endpoints
Hame * IF Address * Description Apphcation profile
gateway 127.0.0.1 Gateway Click 1o edit
Addrow |Delaterow | Show C5Y
Add  or Cancel

Fill the row with:

e Name for the Device endpoint
e The Device IP Address. In this example the Device have IP 192.168.43.112
e Device description (optional)
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Add Gabeway

(=1 o Endpaini= Permssars Part Forvearding Loca Bon

HMa

ber of cnd b=

2 -

Local network

o not transiate real IPs nbo virtual 1Ps [1:1 RAT)

i

Endpoints
Hame * IP Address * Description Applcation profile
gateway 127.0.0.1 Garteway Chck to =dit
device 192 168.43. 112 Endpsainit Click 1o edit

Addrow | Delete row || Show C5V

Add  or Cancel

Click then on [Add] button to confirm and save changes to the new Gateway.

End points
Hame * IP Address * Description Application profile
gateway 127.0.0.1 Gateway Click to =dit
deine 192.168.43. 112 Endpssrit Clhick 1o adit

Addrow | Delete row | Show C3V

Add " or Cancel

Note:

Router Service must be enabled from "System Settings > Services" to be able to reach external endpoints
(PLCs or any network device connected to the gateway)

2.5.2 Cloud service setup on HMe

Cloud service allows to setup the Corvina Cloud connection into the operator panel. This feature is part of
the firmware so can be managed using the System Settings page.

System Settings page can be retrieved:

e onthe HMI screen, selecting Show System Settings option of Context Menu

e remotely using any web browser
Some browser may report a security warning, then the page can be added to the trusted sites to allow the
connection.
Once the connection is established, the system will ask for a User Name and Password to get access to the
Web interface, defaults are:

e User Name: admin
e Password: admin
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Jystem aethin :_1" ){ +
& @ https;//192.168.43.112/machine_config
futhentication Required X
a httpe//192.168.43.112 is requesting your utername and password, The site says: “Restricted Area -
legin requined”

User Name: ||

| Pazsword: |

Then the web interface will be displayed:

o
[ System Serings x
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If required, the Network settings can be modified by click the Network item, then select the [Edit] button.
To enable and setup the Corvina Cloud connection:

e Select the Services item,
e Enable the Cloud Service by acting on the switch,
e Click the Cloud Service item to open the Cloud Service settings
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L o x
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Click [Edit] to enter in edit mode:
BACH 4 EDIT(x

Cloud Service

State O Idle

Server Type Cloud Server
Server defaul
Username ;

USEMame@domain

Enter the credentials previously defined for this Gateway with Corvina Cloud Connect .

In this example User name and Password are respectively "Gateway/DemoOrg" and "myGateway-01$"

Cloud Service

SANVE o

State o Idie

Server Type Cloud Server
Server defaull

Username Gateway/DemoOrg
Passward .

Show Passwonrd

voice will be updated accordingly.

myGateway-01%

. @

Once confirmed if the connection operation is successful a message is given from the system, and the State

CAMNCEL

X
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BACK ¥ EDITE
Cloud Service

State ( + ) Connected to Cloud with IP 13.111.0.88

vy Dpe Cloud Server v

Earver swilchboard-exor2-1 endian,

Username Gateway/DemoOrmg

2.5.3 Connection to gateway/endpoints with Corvina Cloud Connect

Once the gateway has been connected to the Corvina Cloud server, from Corvina Cloud Connect software it
is possible to monitor the Endpoints defined.

Into the DASHBOARD tab will be reported Gateway and its Endpoints with proper status.

e & T Grum T Dmarigtzn T Stabm T
- %) oniies
!va Mok GaweE o
L Expart ,ﬂ—
LR e =
LS I-lofipman O

togent W oty Fengmrns @ orwn Boms B corvaciee Do Doy

EMDPOINTS
2

SPSTEM INFO
Micx faxdani unirmilad

To establish the VPN tunnel with the remote device (Gateway or Endpoint),

e Click on the Device to open the device dialog box
e Click the Connect button

Gatmyay: GatesayDemoleg
WP sebdren 131106

rdorrramon
The wriuel F sddrem hee bren perecsid by fw Sasichboerd and o b used b corwect i e fenge tw Comact

If the connection is correctly established the button will change color.
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To disconnect the Endpoint click on the Disconnect button.
5‘5 Gateway': Gateway/DemoOrg

.'ﬂ
AE APriatons

o AR 5 o

Mo applcations avalabie

From the device dialog box you can retrieve the IP Address that can used from the applications to reached
the remote device. The dialog will offer a list of predefined applications that can be activate with a simple
click. See Applications chapter for additional details.

2.5.4 Use Real IP instead of Virtual IP (optional)
When an Endpoint is connected to the Corvina Cloud server, by default gets a Virtual IP address.

In some cases it may be necessary for the Endpoints to maintain the real IP used into the local network also
when reached through the VPN.

To allow the use of real IP also in VPN the "Do not translate real IPs into virtual IPs (1:1 NAT)" option must
be configured when the Endpoint is created.

When this option is selected the real IP of the operator panel and all other Endpoints must be specified into
the configuration table as shown in the image below.

Gateway Groups Endpoints Permissions Part Forwarding Location

HMaximum number of endponts
2 -

Lecal network

bﬂanﬂat‘e real IPs into wirtual TPs (1:1 MAT)
bl

Endpoints
Name * IP Address * Description Apphication profile
diewice 152, 158.43.112 Endpont Click to edit
gateway 127.0.0.1 Gateway Click to edit
Addrow | Delelerowe  Show CSV
Change  or Cancel
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3. Organizations and Users' Rights

With Corvina Cloud Connect software it is possible to access Corvina Cloud infrastructure to get access to
devices via VPN connection. Proper credentials are required to access Corvina Cloud, given by a local
reseller or by the organization owner.

Following requirements needs to be satisfied to follow this guide:

e Corvina Cloud Connect software (Download here)
e Superuser account to use with Corvina Cloud Connect (Ask to your local sales engineer Or t0
info.peweu@eu.panasonic.com)

3.1 Manage Organizations
From [ORGANIZATIONS] tab click on Add Organization

APPLICATIONS  ORGANLIIATIONS STATISTICS
1

% Arkd Drganizah a
Drgasiration Mame T FPath T dctom
Oemg Drgemzagon Demoleg

e 1-lefipers O

Lepend: ﬁ?h:' .:‘1-'1-."

In the following window insert:

¢ Unique Organization Identifier: this is the identifier between sub organizations and it must be unique

e Parent Organization: choose the root organization or a sub organization as parent (if left blank, the
root organization will be selected)

e Organization name: this is the name of organization displayed in Organizations list

Fill the other fields by inserting the organization common details (phone number, address, position, website
etc...) and then click on [Add] button to create the organization.

Add (rpanization

Unipse Daganization Idemtifier = “ Parenk osganation ﬂ-

DemoCng SubOng 01 Demaiing .
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Hax numiber of sodes
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Drganizaton Manse ﬂ' WAT mumdber

Swiy Organvzation of Demolng

Fulcdress Addrees hae 2

Oty TP code

State or prowisos Country
Ity

Emsail Webmite

Phone naimisEr Fau masmbser

toticabons

Friable mandatory confirmation of notifcation mesages
O
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|

= = This Fogid i g,
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The added organization will be displayed inside the organization list.

DASHEOARD USERS DEVICES APMPLICATIONS DRGANIEATIONS STATISTICS
) s oot
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3.2 Manage Users

To create a new user, from [USERS] tab click on Add user

|

FASHBOARLY SERS NEVICES APPLICATINS  DRGANIFATIONS STATISTICS
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From User tab, set the following fields:

o Name: this the user name, it must be unique in users, gateways and endpoints

e Organization: this is the organization to which the user will be long to (if left blank, the root
organization will be selected)

Password: must be at least 8 character and contain at least one non-alphanumeric character
e Optionally, a Description can be added to make searches easier

User | roups Pemessors | Addiboral user nformabon

Drganizalnen
el DemoiOng. SubOrg-0L -
Desonpton
blario Aogsi
Faamord Confirm password
paszword 1238 H |paswivord L334 =]
— = This Field i required,
:Ide { o Canzel

Click on Add button to add the user.
Permissions
In this tab can be selected the permissions a user has on the other nodes and users of the Corvina Cloud.

Items on the right column of the multiselect box are the permissions granted to the user, while those in the

left column can not be used by the user. Click on the + on the right-hand side of the item to grant a
permission, on - to remove the permission.
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The user can be granted several permissions:

Superuser (full control): The user can fully manage the Corvina Cloud

Access to sub organizations: The user can access organizations

Manage users The user can manage other users

Manage devices The user can manage devices

Manage applications: The user can manage the actions

Manage organizations: The user can manage the organizations

Use the API: The user can access and use the Corvina Cloud’s API. (Feature not yet supported)
Push route to GREEN | BLUE | ORANGE zone: When one or more of these options is selected,
appropriate routes to the sub-nets governed by the Corvina Cloud will be pushed to the user.
(Feature not yet supported)

Any combination of these values can be associated to the user.
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4. Dashboard

From the DASHBOARD page, you can get the list and the status of all devices (gateways and endpoints) of
your organization and you can interact thought the defined applications.

4.1 Connections

The Connection tab is showing all your available devices.
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Click over a device (Gateway or Endpoint) to open the dialog with the list of the associated applications.
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Connect to gateway

Connect the remote device to your local network. When connected, the local applications can be used
with the VPN IP Address associate with the remote device (VPN is available only using Corvina Cloud
Connect).

Use a predefined application

Click over the application to activate. Note that the Build-In Application can be used even through the
portal (web interface) while the Local Application can be used only through Corvina Cloud Connect
application.
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m Build-In applications are displayed with a small cloud
VNG |
"= Local applications are displayed with the MAC/Windows logo

The below screenshot is an example of using the VNC Build-In Application
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42 Map

The Map tab is showing the location of your devices over a map. You can move and resize the map to find a
device.
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Click over a device to open the device information dialog.
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5. Advanced

The below chapters give the advanced configuration information of the Corvina Cloud environment.

5.1 Applications

Corvina Cloud allows to define "Applications" that can be seen as a way to access an endpoint from the
Corvina Cloud Connect using a third-party application installed on the client side.

For example an application can be defined to simplify connection to HM4Web pages exposed by an HMI,
launching the computer's default web browser with the endpoint's IP Address.

Requirements
Following requirements needs to be satisfied to follow this guide:

e Corvina Cloud Connect software (Download here)
e User account with manage applications rights

Launch the Corvina Cloud Connect software to get access to the Corvina Cloud server. Once connected
select the [APPLICATIONS] tab.

5.1.1 Creation of Applications

The page initially shows the Add application link and a table containing the applications available by default
and other information:

The name given to identify the application.

The type of the application (see further on for more information).
A description of the application

The available actions for each application:

[ Enable or disable the application
4 Modify the application
W' Remove the application

Above the table, on the right-hand side appears a filter, useful to search among all applications that have
been defined in the Corvina Cloud.
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When clicking on the Add application link, the applications editor opens right above the table, giving the
opportunity to define additional applications. Two tabs are present in this editor: Application and Advanced
parameters. The latter appears only for some of the Application type available.
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Application
Name

A name to identify the application.
Organization

The name of an organization to which the use of the appliance is reserved. At least an organization
must have been defined in the Organizations section for this option to appear.

Description
A description of the application.
Application type
The type of the application, which can be selected from the drop-down menu.

Note The choice of the application type influences also the availability of some of the next options; also
the options that appear in the Advanced parameters tab will depend on the application type chosen.

Protocol

The protocol that the application should use, chosen from the drop-down menu. It can be TCP, UDP, or
TCP & UDP.

Port
The port used by the application.
URL to open

The URL to be used for the connection. This option is available only when the Application type above is
either HTTP or HTTPS.

Enabled
Tick the checkbox to enable the application.

The next options appear only if the Application type above is Custom and allow to define the path on the
workstation to launch the application and arguments to be passed to the program. Since a same application
might be run on Microsoft Windows and Mac OS X, the path and the arguments can be specified twice. It is
even possible to use placeholders, that will be replaced accordingly on the operating systems, see below for
more details.

Command path
The full path to the program to use.
Command arguments

Additional arguments to be passed to the program.
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The next options concern how the Corvina Cloud Connect launches the application to connect to the remote
device. The options are available for Windows and Mac OS X.

Enable integrated application

By selecting this option, the Corvina Cloud Connect will use its integrated application for the remote
connection.

Open external application

By ticking this checkbox, it will be possible to specify which external application will be launched to
establish the connection to the remote device. Two more option will appear, Command path and
Command arguments, that are exactly the same described above and for which it is possible to use the
placeholders described next.

Advanced parameters

Depending on the application type chosen in the other tab, the following common options are available for all
types except for Custom.

User name
The user name used for the remote login.
Password, Confirm Password
The password that is used for the login, repeated twice for confirmation.
There is also the possibility to define advanced options for the following types:
e SSH

Private key
Use the textfield to paste the private key used for the connection

Passphrase, Confirm Passphrase
Write here the passphrase that corresponds to the private key.

Terminal color scheme
Select from the drop-down menu the colors used in the SSH terminal.

Font
The font used in the terminal.

Font size
The size of the font.

e RDP

There are a number of options that can be configured with this type of connection, but they are not
required in most cases. These options allow to customise the authentication, the session, the audio
support, some performance boost, and the RemoteApp.

e VNC

Number of connection retries
The number of times the connection should be attempted after an unsuccessful try.

Color depth
Choose the color depth used for the connection.

Swap red-blue
Invert the red and blue colors.

Cursor
Choose from the drop-down menu whether to use the local or remote cursor.

Read only connection
Tick the checkbox to disallow the client to make changes on the remote device.

Clipboard encoding

e Telnet
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User name regex
The regular expression that recognises the correct moment when to send the user name to the remote
device.

Password regex
The regular expression that recognises the moment when to send the password to the remote device.

Terminal color scheme
Select from the drop-down menu the colors used in the SSH terminal.

Font
The font used in the terminal.

Font size
The size of the font.

e Custom

For custom applications, click on Add row to add a new parameter, and then fill in the following
information:

Parameter name
The name of the parameter.

Value
The value of that parameter.

It is possible to add any number of options and their values, these will be passed on the command line to the
application.

5.1.2 Creation of Profiles

Applications can be grouped together into Profiles and attached to single endpoints, tailoring the possibility to
access them. In other words, it is possible to configure applications on a given endpoint so that it can be
reached only via some given protocols (e.g., RDP, SSH or HTTP) or services (e.g., VNC). The choice of the
applications can be influenced also by the endpoint’s running operating system and services.

The page contains the Add profile link, above the table carrying the list of all the available profiles and some
information about each profile:

e The name given to the profile.

e The description of the profile

e The applications that are part of the profile.
e The available actions on each of them

' Modify the application profile
' Remove the application profile.

Note In case one or more profiles are deleted, the single applications will not be deleted: To remove an
existing application, go to Applications.

Above the table, on the right-hand side appears a filter, useful to search among all profiles that have been
defined in the Switchboard.
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When clicking on the Add profile link, the editor opens right above the table.
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Here, additional profiles can be created, by supplying the following information:
Name
A name to identify the profile.
Organization
Select for which organization the Profile will be available.
Description
A note about the profile.

Applications

Available applications are listed in this multiselect box. To add an application to the profile, click on the
+ next to the application’s name. To search for an application, use the textbox on top of the box. The
Add all link can be used as a shortcut for moving all applications within the profile. An application can be
removed from the profile by clicking on the - next to the application’s name in the right column.
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Now the new profile, that contains the selected applications list, can be added to endpoints of the devices
and the defined applications can be activate from the DASHBOARD page.
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5.1.3 Application types

There are some applications integrated into Corvina Cloud that are already configured and ready to use:

SSH Secure Shell Connection

RDP Windows Remote Desktop (on Windows XP, Vista, 7 and 2008 Server
clients)

VNC VNC Remote Desktop Session

Telnet Telnet connection

HTTP Web interface in a browser

HTTPS Web interface over a secured connection in a browser

Selecting custom application type, user has to provide:
Command path

The full path to the program to use.
Command arguments

Additional arguments to be passed to the program.

As an example of application, suppose that each workstation equipped with Windows and the Corvina Cloud
Connect has also the program HMWin studio Client installed in user’s program folder. To allow users to use
HMWin studio Client, define a custom application with the following configuration values:

Name: HMWin studio Client

Description: Connect to HMI (command path could change based on your HMWin studio version)
Application Type: Custom

Protocol: TCP

Port: 80

Command path:
%PROGRAM_PATH%\Panasonic-ID SUNX Termina\HMWIN x.xx\runtime\Client_WIN32\hmiclient.exe

e Command args: %DEVICE_IP%

5.1.4 Placeholders

The purpose of a placeholder is to allow the same application to be used on every device, independently of
the varying configuration values of each device, like for example their (public) IP addresses.

Placeholders can be used in the HT TP, HTTPS, and Custom application types.
For HTTP and HTTPS types, these are the available placeholders:

48



Advanced

%DEVICE_IP% the IP address assigned to the device.

%PHYSICAL_IP% the physical IP of the device.
%SERVER_EXTERNAL_HOST% the FQDN of the server’s public hostname.
%SERVER_INTERNAL_IP% for the internal, private IP address.

In the Custom application type, the available placeholders are:

%PROGRAM_PATH%: The default installation directory for applications (usually C:\Program Files).
%SYSTEM_DRIVE%: The drive containing the Windows root directory (C:\).

%SYSTEM_ROOT%: The Windows root directory (C:\Windows).

%HOME_PATH%: The user's home directory (C:\Documents and Settings\"user name”).
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6. Legal notice

This reference manual is Copyright (c) 2014-2017 Exor International S.p.A, Italy. Permission is granted to
copy, distribute and/or modify this document under the terms of the GNU Free Documentation License,
Version 1.2 or any later version published by the Free Software Foundation; with no Invariant Sections, no
Front-Cover Texts, and no Back-Cover Texts. A copy of the license is included in the GNU Free
Documentation License page.

Corvina Cloud Reference Manual (“this document”) is copyright (c) 2014-2017 Exor International
S.p.A, ltaly (“EXOR”").

The information contained within this document may change from one version to the next and may also
change over time without notice to improve the content, to correct any error or mistake, or to describe new or
changed features. The date of the last update is always present at the bottom of every page.

All programs and details contained within this document have been created to the best of our knowledge and
tested carefully. However, errors cannot be completely ruled out. Therefore EXOR does not express or imply
any guarantees for errors within this document or a consequent damage arising from the availability,
performance, or use of this or related material.

EXOR and the EXOR logo are trademarks of Exor International S.p.A, Italy.

The use of names in general use, names of firms, trade names, etc. in this document, even without special
notation, does not imply that such names can be considered as free in terms of trademark legislation and
that they can be used by anyone. All trade names are used without a guarantee of free usage and might be
registered trademarks. As a rule, EXOR adheres to the notation of the manufacturer. Other products
mentioned here could be trademarks owned by the respective manufacturer.

6.1 EXOR web sites

For more information about Exor International S.p.A, Italy and its products, please visit EXOR'’s web site at
www.exorint.net

Many resources (tutorials, how-to, examples, and bug tracker) that integrate those found in this manual can
be found at www.exorint.net, the support center for all EXOR products that should become the reference site
to support customers and users. Several links to how-to on this site are provided on this documentation at
the end of the various subsections.

6.2 GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin St, Fifth Floor, Boston, MA
02110-1301 USA Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing it is not allowed.

0 - PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
“free” in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it,
with or without modifying it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work, while not being considered
responsible for modifications made by others.

This License is a kind of “copyleft”, which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing the same
freedoms that the software does. But this License is not limited to software manuals; it can be used
for any textual work, regardless of subject matter or whether it is published as a printed book. We
recommend this License principally for works whose purpose is instruction or reference.

1- APPLICABILITY AND DEFINITIONS
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This License applies to any manual or other work, in any medium, that contains a notice placed by
the copyright holder saying it can be distributed under the terms of this License. Such a notice grants
a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions stated
herein. The “Document”, below, refers to any such manual or work. Any member of the public is a
licensee, and is addressed as “you”. You accept the license if you copy, modify or distribute the work
in a way requiring permission under copyright law.

A “Modified Version” of the Document means any work containing the Document or a portion of it,
either copied verbatim, or with modifications and/or translated into another language.

A “Secondary Section” is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document’s
overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not
explain any mathematics.) The relationship could be a matter of historical connection with the subject
or with related matters, or of legal, commercial, philosophical, ethical or political position regarding
them.

The “Invariant Sections” are certain Secondary Sections whose titles are designated, as being those
of Invariant Sections, in the notice that says that the Document is released under this License. If a
section does not fit the above definition of Secondary then it is not allowed to be designated as
Invariant. The Document may contain zero Invariant Sections. If the Document does not identify any
Invariant Sections then there are none.

The “Cover Texts” are certain short passages of text that are listed, as Front-Cover Texts or Back-
Cover Texts, in the notice that says that the Document is released under this License. A Front-Cover
Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A “Transparent” copy of the Document means a machine-readable copy, represented in a format
whose specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint programs
or (for drawings) some widely available drawing editor, and that is suitable for input to text formatters
or for automatic translation to a variety of formats suitable for input to text formatters. A copy made in
an otherwise Transparent file format whose markup, or absence of markup, has been arranged to
thwart or discourage subsequent modification by readers is not Transparent. An image format is not
Transparent if used for any substantial amount of text. A copy that is not “Transparent” is called
“Opaque”.

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-
conforming simple HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary formats
that can be read and edited only by proprietary word processors, SGML or XML for which the DTD
and/or processing tools are not generally available, and the machine-generated HTML, PostScript or
PDF produced by some word processors for output purposes only.

The “Title Page” means, for a printed book, the title page itself, plus such following pages as are
needed to hold, legibly, the material this License requires to appear in the title page. For works in
formats which do not have any title page as such, “Title Page” means the text near the most
prominent appearance of the work’s title, preceding the beginning of the body of the text.

A section “Entitled XYZ” means a named subunit of the Document whose title either is precisely XYZ
or contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ
stands for a specific section name mentioned below, such as “Acknowledgements”, “Dedications”,
“Endorsements”, or “History”.) To “Preserve the Title” of such a section when you modify the
Document means that it remains a section “Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in
this License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2 - VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License applies to
the Document are reproduced in all copies, and that you add no other conditions whatsoever to
those of this License. You may not use technical measures to obstruct or control the reading or
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further copying of the copies you make or distribute. However, you may accept compensation in
exchange for copies. If you distribute a large enough number of copies you must also follow the
conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display
copies.

3 - COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the
Document, numbering more than 100, and the Document’s license notice requires Cover Texts, you
must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover
Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly and
legibly identify you as the publisher of these copies. The front cover must present the full title with all
words of the title equally prominent and visible. You may add other material on the covers in
addition. Copying with changes limited to the covers, as long as they preserve the title of the
Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones
listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must
either include a machine-readable Transparent copy along with each Opaque copy, or state in or
with each Opaque copy a computer-network location from which the general network-using public
has access to download using public-standard network protocols a complete Transparent copy of the
Document, free of added material. If you use the latter option, you must take reasonably prudent
steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy
will remain thus accessible at the stated location until at least one year after the last time you
distribute an Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an updated
version of the Document.

4 - MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2
and 3 above, provided that you release the Modified Version under precisely this License, with the
Madified Version filling the role of the Document, thus licensing distribution and modification of the
Modified Version to whoever possesses a copy of it. In addition, you must do these things in the
Modified Version:

e Use in the Title Page (and on the covers, if any) a title distinct from that of the Document,
and from those of previous versions (which should, if there were any, be listed in the History
section of the Document). You may use the same title as a previous version if the original
publisher of that version gives permission.

e List on the Title Page, as authors, one or more persons or entities responsible for authorship
of the modifications in the Modified Version, together with at least five of the principal
authors of the Document (all of its principal authors, if it has fewer than five), unless they
release you from this requirement.

e State on the Title page the name of the publisher of the Modified Version, as the publisher.

e Preserve all the copyright notices of the Document.

e Add an appropriate copyright notice for your modifications adjacent to the other copyright
notices.

¢ Include, immediately after the copyright notices, a license notice giving the public permission
to use the Modified Version under the terms of this License, in the form shown in the
Addendum below.

e Preserve in that license notice the full lists of Invariant Sections and required Cover Texts
given in the Document’s license notice.

Include an unaltered copy of this License.

Preserve the section Entitled “History”, Preserve its Title, and add to it an item stating at
least the title, year, new authors, and publisher of the Modified Version as given on the Title
Page. If there is no section Entitled “History” in the Document, create one stating the title,
year, authors, and publisher of the Document as given on its Title Page, then add an item
describing the Modified Version as stated in the previous sentence.

e Preserve the network location, if any, given in the Document for public access to a
Transparent copy of the Document, and likewise the network locations given in the
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Document for previous versions it was based on. These may be placed in the “History”
section. You may omit a network location for a work that was published at least four years
before the Document itself, or if the original publisher of the version it refers to gives
permission.

e For any section Entitled “Acknowledgements” or “Dedications”, Preserve the Title of the
section, and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

e Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles.
Section numbers or the equivalent are not considered part of the section titles.

o Delete any section Entitled “Endorsements”. Such a section may not be included in the
Modified Version.

e Do not retitle any existing section to be Entitled “Endorsements” or to conflict in title with any
Invariant Section.

e Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some
or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled “Endorsements”, provided it contains nothing but endorsements of
your Modified Version by various parties—for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words
as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one
passage of Front-Cover Text and one of Back-Cover Text may be added by (or through
arrangements made by) any one entity. If the Document already includes a cover text for the same
cover, previously added by you or by arrangement made by the same entity you are acting on behalf
of, you may not add another; but you may replace the old one, on explicit permission from the
previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.

5- COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all of
the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant
Sections of your combined work in its license notice, and that you preserve all their Warranty
Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same
name but different contents, make the title of each such section unique by adding at the end of it, in
parentheses, the name of the original author or publisher of that section if known, or else a unique
number. Make the same adjustment to the section titles in the list of Invariant Sections in the license
notice of the combined work.

In the combination, you must combine any sections Entitled “History” in the various original
documents, forming one section Entitled “History”; likewise combine any sections Entitled
“Acknowledgements”, and any sections Entitled “Dedications”. You must delete all sections Entitled
“Endorsements”.

6 - COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single
copy that is included in the collection, provided that you follow the rules of this License for verbatim
copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this
License in all other respects regarding verbatim copying of that document.

7 - AGGREGATION WITH INDEPENDENT WORKS
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A compilation of the Document or its derivatives with other separate and independent documents or
works, in or on a volume of a storage or distribution medium, is called an “aggregate” if the copyright
resulting from the compilation is not used to limit the legal rights of the compilation’s users beyond
what the individual works permit. When the Document is included in an aggregate, this License does
not apply to the other works in the aggregate which are not themselves derivative works of the
Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the
Document is less than one half of the entire aggregate, the Document’s Cover Texts may be placed
on covers that bracket the Document within the aggregate, or the electronic equivalent of covers if
the Document is in electronic form. Otherwise they must appear on printed covers that bracket the
whole aggregate.

8 - TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include translations of some or all Invariant
Sections in addition to the original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the Document, and any Warranty
Disclaimers, provided that you also include the original English version of this License and the
original versions of those notices and disclaimers. In case of a disagreement between the translation
and the original version of this License or a notice or disclaimer, the original version will prevail.

If a section in the Document is Entitled “Acknowledgements”, “Dedications”, or “History”, the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the actual title.

9 - TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for

under this License. Any other attempt to copy, modify, sublicense or distribute the Document is void,
and will automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as such
parties remain in full compliance.

10 - FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that
a particular numbered version of this License “or any later version” applies to it, you have the option
of following the terms and conditions either of that specified version or of any later version that has
been published (not as a draft) by the Free Software Foundation. If the Document does not specify a
version number of this License, you may choose any version ever published (not as a draft) by the
Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document
and put the following copyright and license notices just after the title page:

Copyright (¢) YEAR YOUR NAME. Permission is
granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation
License, Version 1.2 or any later version published by
the Free Software Foundation; with no Invariant
Sections, no Front-Cover Texts, and no Back-Cover
Texts. A copy of the license is included in the section
entitled “GNU Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.”
line with this:
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Legal notice

with the Invariant Sections being LIST THEIR TITLES,
with the Front-Cover Texts being LIST, and with the
Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge
those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these
examples in parallel under your choice of free software license, such as the GNU General Public
License, to permit their use in free software.
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Download

7. Download

From here, it is possible to download the Corvina Cloud Connect Application that is necessary to activate a
VPN connection with the remote panels.

Alternatively, you can use the Web Portal at: corvinacloud.com
7.1 Corvina Cloud Connect

Corvina Cloud_Connect (Registration required)

7.2 HMWin studio Suite
HMWin studio Suite (Registration required)

7.3 Firmware

e HMI Devices based on WIinCE platform require BSP v1.96 or greater
e HMI Devices based on Linux platform require BSP v1.0.136 or greater
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Record of Changes

Record of Changes

Manual No. Date Description of Changes

ACGMO0196V1EN Juni 2018 First version based on EXOR manual version from 23
February 2018
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